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Description

This comprehensge course pnades instruction on Solaris OE netri administration.

Students will be introduced to neivking terminology and will learn hoto administer the
SolarisOE network environmentthroughlecturesandhands-orexercisesTopicsincludehow

to use basic netwk commands, hw to install and conbgure nedvk hardvare, conbguring
network services, installation and conbguration of mekaprinters, the Netark File System
(NFS), the Domain Name Service (DNS), the Dynamic Host Control Protocol (DHCP), the
Network InformationSystem(NIS), andthe Network Time Protocol(NTP). At thecompletion

of this course the students will perform a comprelverisiboratory project in which thewill
conbgure a complete nedvk services erironment using the Solaris OE.

Course Objectives

Upon completion of this course the student will be able to:

Describe and state the purpose afious netwrk protocols
Check netwrk hardvare proper operation

Conbgure basic netwk services

Set up netwrk printers

Set up and manage NFS, DNS, DH®GIFS and NTP services

S

Course Content
Unit 1 - Network Hard ware & Software

Introduction

Network Hardware

Typical Network Diagram
Types of Netwrks

A Ethernet Netwrks

5. Ethernet Hardware

6. Ethernet Communications
7

8

PonPE

Ethernet Addresses
. Types of Netwrks
9. Top Level Domains
10. Domain and Hostnames
11. Gatevays
12. Paclets
13. Network Protocols
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14. The OSI Netwrk Model
15. The OSI Model
16. The TCP/IP Model
17. The TCP/IP Protocol Stack
18. Network Filesystems
19. Protocol Oerview
A Connection Jpes
B Internet Protocol
20. IP Addresses
A Subnets
B Classless Internet Domain Routing Notation
21. Determining Netwrk System Information
22. Unit Review

Unit 2 - Network Commands

Unit Introduction

Corventions Used In This Unit
telnet - Remote drminal Service
rlogin - Remote Login

rsh - Remote Shell

ftp - File Transfer Protocol
Transferring Multiple Files

rcp - Remote Cop

rwho - Remote Who

10. ruptime - Remote System Status
11. ®nger - Remote User Information
12. Security Notes on Netwk Commands
13. Unit Review

CoNoO~WNE

Unit 3 - Network Administration

1. Unit Introduction

t Introduction

Network Daemons

A inetd - Internet Daemon
B Optional Service Daemons
Network Control Files
Network Startup

The ifcon®g Command
Modifying Network Settings
Recon®guring the Nebrk

. Checking Netwrk Status

0. Unit Review
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Unit 4 - Network Printing

NogrwdhE

Unit Introduction

Overview of Network Printing

Setting Up Netwrk Printers

Modifying Printer Con®guration
Deleting A Printer

Using the CDE Printer Administratoo®l
Unit Review

Unit 5 - Network File Systems

8.
9.

10.
11.
12.
13.

14.
15.
16.
17.
18.

Introduction

NFS - Netvork File System

NFS Terminology

NFS Daemons

File System Sharing and Exporting
NFS Commands and Files

A The /usr/shin/share Command
B The /etc/mount Command
Con®guring NFS

Setting Up the NFS Seav

Setting Up A NFS Client
Remwing a NFS Resource

Unit Review

Unit 6 - Domain Name Sevice (DNS)

©CoNoO~WNE

SlEE certification

Unit Inroduction

The DNS Database

DNS Ovwerview

DNS Terminology

DNS Daemons and Programs
DNS Con®guration Files

DNS Control and Log Files
The in.named Daemon
Controlling the named Daemon

. DNS Con®guration Files
. Reverse DNS

. Slave DNS Serers

. The nslookup command
. Setting up a DNS Client
. Con®guring a DNS Sesv
. DNS Troubleshooting

. Unit Review
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Unit 7 - Dynamic Host Conbguration Potocol (DHCP)

1. Unit Introduction
2. Introduction to DHCP

A What is DHCP?

B What is DHCP Good d¢t?

C What DHCP is NO Good for?
3. The DHCP Protocol
A Allocation of netvork addresses
B How DHCP Works
Controlling the dhcpd Seev
DHCP Serer Con®guration
Testing the DHCP Service
Remwing DHCP Services
Con®guring a Solaris dkkstation as a DHCP Client
Unit Review
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Unit 8 - Network Inf ormation Service (NIS)

Unit Introduction

Overview of NIS+

The NIS Client-Serer Model
NIS+ Information Management
Setting Up NIS+

A Setting Up A NIS+ Seer

B Setting Up a NIS+ Client

C Initializing NIS+ Client Users
Uncon®guring NIS+

7. Unit Review

agrwnE

o

Unit 9 - Using and Administering SSH

=

Introduction
2. What is SSH?
A Why Use SSH?
B History of SSH
3. The SSH Protocol
A RSA Key Authentication
B SSH Communication Sequence
C SSH Serers
D SSH Clients
4. Using the SSH Client
Connecting © A Sener
Connecting as a Odrent User
Executing Remote Commands
Delugging SSH Connections
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9.

File Transfer Client (sftp)
sftp Command Reference
sftp Option Reference
Uploading Files
Downloading Files
Preserving Permissions
Copying Remote Files
ey Based Authentication
What is a Ky?
Types of keys
Setting Up Ky Authentication
Authenticating Using Kys
Authenticating Vithout a Rssverd
Empty Rassvords
Host Based Authentication
SSH Key
Look, No Rassverd!
Port Forwarding
A Port Forwarding Example
B Port Forwarding Uses
C Forwarding X Connections
Con®guring the OpenSSH Serv
A Con®guration Files
B Sener Con®guration Settings
Unit Review
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Unit 10 - Sendmail
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Introduction

What is Sendmail?

Installing Sendmail

Sendmail Programs

Sendmail Con®guration Files

The /etc/mail/sendmail.cw File

The /etc/aliases File

The /etc/mail/virtusertable File
Sendmail Directories and Log Files

. Con®guring Sendmail

. Controlling Sendmail

. Testing Sendmail

. Delugging sendmail

. The mailg Program

. Mail Aliases

. Regenerating the /etc/aliases File
. Forwarding E-Mail

. Controlling SRAM

. Setting Up a Mail Seerr

. Installing IMAP and POP Seevs
. The Post Gdce Protocol (POP)
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22.
23.
24,
25.
26.
27.

IMAP - Internet Message Access Protocol
Setting Up E-Mail Clients

Setting Up Microsoft Whdows E-Mail Clients
UNIX/Linux E-Mail Clients

Sendmail Security

Unit Review

Unit 11 - Network Time Protocol

ONoUA~WNE

9.
10.
11.

Introduction

The xntpd Daemon

NTP Modes

Internet Tme Serers

NTP Programs

NTP Files

The /etc/inet/ntp.conf File
Starting and Stopping the xntpd Daemon
Con®guring an xntpd Sewv
Troubleshooting xntpd
Unit Review

Unit 12 - Laboratory Project

1.
2.

3.

Unit Introduction

Laboratory Project

A Step 1 - Plan the Netwk

B Step 2 - Install Solaris

C Step 3 - Set Up the Nebrk Printer

D Step 4 - Set Up Netwvk File Systems
E Step 5 - Set Up Netwvk Services
Unit Review

Appendix A: Network Settings

Appendix B: Answers to Reiew Questions & Execises
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